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Abstract

Software vulnerabilities pose significant security risks, and timely
repair is essential for mitigating potential exploits. Large Language
Models (LLMs) have shown promise in automating vulnerability
repair, but their effectiveness heavily depends on the input infor-
mation provided. This paper systematically investigates the impact
of different input types on LLM-based vulnerability repair per-
formance. We surveyed 26 recent studies to categorize the input
information used, including vulnerable code snippets, vulnerable
line markers, CVE/CWE identifiers and descriptions, and additional
metadata such as patch context. Through extensive experiments,
we analyzed how these inputs, individually and in combination,
influence the accuracy of vulnerability repair across various LLM
architectures and datasets. Our findings reveal that not all input
types contribute positively to repair performance; some may in-
troduce noise or redundancy that hinders the model’s ability to
generate effective patches. Based on our analysis, we provide prac-
tical guidelines for selecting and structuring input information to
optimize LLM-based vulnerability repair.
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1 Introduction

Modern software is characterized by massive dependencies and
short release cycles, and even small defects can lead to serious secu-
rity incidents. Vulnerabilities can be introduced throughout design,
implementation, configuration, and deployment, and are exploited
by malicious actors for intrusion, privilege escalation, and theft
of sensitive information. According to the National Vulnerability
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Database (NVD!), more than 38,783 new Common Vulnerabilities
and Exposures (CVE?) were reported in 2024, marking an annual
record [3]. However, increases in submissions and infrastructure
constraints have led to a substantial accumulation of unprocessed
items [25]. In addition, 2024 vulnerability statistics report that the
Mean Time to Remediate (MTTR) varies widely by type, averaging
about 35 days (minimum 15 ~ maximum 274.8), with high-severity
cases averaging 61 days [8]. Consequently, disclosure is outpacing
vulnerability repair, and organizations struggle to manage risk as
vulnerabilities accumulate.

Large Language Models (LLMs), trained on large code and natu-
ral language corpora, have shown competitive performance across
diverse software engineering tasks [15], and their potential has also
been demonstrated for automating vulnerability detection and vul-
nerability repair [32]. Accordingly, LLM-based vulnerability repair
approaches that incorporate insights from conventional Automated
Program Repair (APR) have been proposed, yet even state-of-the-art
methods still report accuracy of about 20%, leaving a gap to real-
world deployment [33]. To bridge this gap, a systematic analysis
is needed of which input clues LLMs rely on to understand vulner-
abilities and to produce repair suggestions. In particular, there is a
lack of work that quantitatively analyzes how the input informa-
tion used for vulnerability repair (e.g., code snippets, vulnerable line,
CVE/CWE IDs and descriptions) affects performance.

In this paper, we investigate the inputs provided to LLMs in
LLM-based vulnerability repair studies and systematically analyze
how they contribute to repair performance when fed individually
or combinatively to the model. Our results empirically validate the
hypothesis that “not all inputs helps”, offering practical guidance
on which information to select and arrange when designing LLM-
based vulnerability repair for future research and practice. The
main contributions are as follows:

e We survey 26 recent LLM-based vulnerability repair studies
and systematize the categories and terminology of input
information.

e We systematically analyze how diverse input combinations
affect repair performance and derive practical guidelines.

e To enhance reproducibility, we release the prompts, scripts,
datasets, and experimental results of this study [7].

2 Related Work

To systematize the input information used in LLM-based vul-
nerability repair studies, we adopt the search strategy of Zhou
et al. [33], who surveyed LLM-based vulnerability detection and
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repair, but extend the search range to January 2018-September
2025. The target venues include major conferences and journals
in Software Engineering, Security, and Artificial Intelligence. We
leveraged multiple databases, including Google Scholar, the ACM
Digital Library, and arXiv, to conduct a primary search using key-
words [34] related to LLMs and vulnerability repair, followed by a
secondary search through references. The inclusion criteria were:
(i) addressing vulnerable code repair or patch generation using LLMs,
and (ii) providing reproducible artifacts.

Table 1: Inputs used in each Approach for LLM-based Vul-
nerability Repair

Approach CVE CWE ETC
I |II|IO0|IvVv |V |VI|VI| VI

VREPAIR [5] v v

SEQTRANS [6] v

VULREPAIR [13]

SPVF [36] SN

LLM-VUL [29] v

CHATGPT4VuL [14]

SCAN [31]

Pearce et al. [23] v

VULREP [28]

VOM [11] v

SECURECODE [16]
AIBUGHUNTER [12]

VULMASTER [35] v |/ v

VSP [20] v v v
DeePCODEAIFIX [2]

VERILOGREPAIR [1] |V v
SECREPAIR [17]

ArpaTcH [21] v v

NAVREPAIR [27]
CONTRACTTINKER [26]
SAN2PATCH [18]

NISISISIS SN SSSSISISISSSSSSSSSS NSNS

Rupam et al. [22] v
VRe1LOT [19]

ACF1x [30] v
LLM4CVE [9] SIS 4
PaTcuHLM [3] v

Table 1 summarizes the input types provided to LLMs across
26 LLM-based vulnerability repair approaches. A v is shown only
when the item was explicitly provided as an LLM prompt or input di-
rectly consumed by the LLM (internal use by pre-search/classification
modules is excluded). All approaches supplied Vulnerable Code,
and Vulnerable Lines were used in 62% (16/26) of the studies. Com-
mon Weakness Enumeration (CWE) information (ID/Name/Descrip-
tion/Example) was utilized more frequently than CVE information
(ID/Description), as a single CVE often maps to multiple CWEs,
making CWE more direct for characterizing the weakness type.
Meanwhile, some studies are domain-specific areas (e.g., smart con-
tracts, Verilog), where input requirements may differ from those of
general-purpose programming languages. This paper’s input infor-
mation uses the 8 types above as the primary axes while normalizing
definitional differences across studies and pipeline heterogeneity
for fair comparison.
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I CVE ID: Unique identifier for the CVE.
II CVE Description: Natural-language description of the CVE.
III CWE ID: Unique identifier for the CWE.
IV CWE Name: Name of the CWE.
V CWE Description: Natural-language description of the
CWE.
VI CWE Example: Diff-style vulnerable-fix example for the
CWE.
VII Vulnerable Lines: Location hints for the vulnerable line(s).
VIII Vulnerable Code: Function-level vulnerable code snippet.

In summary, the vulnerable code itself is a mandatory input,
whereas the choice of auxiliary inputs varies across approaches; in
particular, location hints and CWE-based metadata are frequently
combined. This observation motivates and grounds the design of
our experiments that analyze the contribution of each input and
their combinations.

LLMs Datasets Languages

Legend
GPT 3.5 (16%)

= CodeT5 (9%)
° T4 (%) Legend 1 Legend
A 22 CodeGen %) = BigVul (20%) /20 € (38%)
- o CVEFixes (18%) - Ct+ (31%)

%, 24 5
2 - zzziie‘:f)/' 8 m ExtractFix (7%) Java (10%)
) § % %!
= CodeBERT (5%) Others (55%) Others (21%)

Llama 3 (5%)
Others (39%)

Figure 1: Distribution across 26 papers: LLMs & Datasets &
Languages

Figure 1 summarizes the distribution of LLMs, datasets, and
programming languages used in the surveyed 26 LLM-based vul-
nerability repair studies. LLMs from the GPT family (especially
GPT-3.5/4) are the most widely used, accounting for over 25%, with
code-specialized models like CodeT5 and CodeGen also frequently
employed. The datasets BigVul and CVEfixes are the most com-
monly adopted, at 20% and 18%, respectively. Programming lan-
guages are dominated by C/C++ at 69%, followed by Java (10%) and
others (Verilog, Solidity, etc.).

3 Study Design
3.1 Datasets

Taking the distribution in Figure 1 as a starting point, we priori-
tized security-domain suitability and input information retention as
the top criteria: (i) covering as many of the 8 input types as possi-
ble, including security metadata such as CVE/CWE; (ii) ensuring
reproducibility via publicly available artifacts; and (iii) including an
external validation set to check for potential pre-training leakage.

Base sets. We adopt the widely used BigVul [10] and CVE-
fixes [4]. BigVul consists of CVE-linked vulnerable commits (3,754
instances, 91 CWE types) and includes CVE ID & Description, CWE
ID, Vulnerable Lines & Code. CVEfixes comprises CVE-linked vul-
nerable commits (5,365 instances, 180 CWE types) and contains 7
of the 8 input types, excluding CWE Example.

Supplementing missing values. To supplement missing CWE
Example, we refer to the supplementary materials from VulMas-
ter [35] (which included human evaluation of LLM-generated patches)
and accept only items that passed human verification.
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External validation set. The base sets (1999-2021) may overlap
with the pre-training data of recent LLMs. Accordingly, we add
ZeroDay (Appatch) [21], reconstructed from vulnerabilities after
April 2024, and use it as a small external validation set with the
same 8 input types.

Final scale. After filtering duplicates and supplementing miss-
ing values, the base sets comprise 997 (BigVul) and 1,593 (CVEfixes)
instances, while the external validation set contains 62 (ZeroDay),
for a total of 2,652 instances.

3.2 Prompt Design

To isolate the effect of input information without bias, we use
a minimal, fixed prompt schema (Role, Task, Input, Output) from
Table 2 consistently across all experiments. The design principles
are: (i) Role provides minimal expertise context while avoiding
style instructions or examples that could bias outputs; (ii) Task uses
imperative commands specifying "no explanation" and "preserve
functionality” to constrain output form and scope; (iii) Input wraps
data in XML-like tags to mark clear boundaries and minimize lin-
guistic hints from the prompt itself, ensuring the model focuses
on the actual data; and (iv) Output Format restricts responses to a
fixed schema, suppressing free-form text and ensuring consistent
parsing for fair comparison.

Table 2: Prompt Template for Vulnerability Repair

Section Context

Role You are an expert in security, specialized in vulnerability repair.

Task Given a vulnerable code snippet and additional vulnerability
information, generate fixed code snippet by fixing the vulnera-
bility in it. Do not provide explanations or comments. Preserve
the original functionality.

Input Vulnerable Code Snippet:
<vulnerable_code>
{vulnerable_code}
</vulnerable_code>
Additional Vulnerability Information:
{selected_information}

Output
Format

Fixed Code Snippet:
<fixed_code>

...fixed code here...
</fixed_code>

3.3 Evaluation Metrics

To evaluate vulnerability repair, we employ CodeBLEU [24], Ex-
act Match (EM), and LLM Evaluation [26], following prior work [3,
16, 21, 35]. CodeBLEU extends BLEU by incorporating code syntax
and semantics, providing greater precision than simple text match-
ing. EM is a strict metric that checks character-level identity with
the ground-truth patch. LLM Evaluation judges whether the gener-
ated patch equivalently resolves the vulnerability. For efficiency, we
measure response time (seconds) and token counts (#Input Tokens,
#Output Tokens), which are computed separately due to different
API pricing.
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3.4 Experimental Setup

The goal of this paper is to systematically analyze performance
under a full-factorial combination of inputs. Comparing multiple
LLMs simultaneously would cause the factor space and dataset
instances to grow exponentially, F "full X Ninstance X NLLM, leading
to exploding costs and confounding. Therefore, to hold the model
factor constant and manipulate only the input factors, we select
gpt-3.5-turbo? as the representative LLM, since it has the highest
usage in Figure 1. This choice prioritizes the internal validity of
input effects; generalization across multiple LLMs is complemented
on the external validation set by additionally evaluating claude-3-
haiku*. Both models have a pre-training data cutoff before April
2024. The model temperature is fixed at 0.0 to induce deterministic
outputs. We allow up to 5 retries for API calls.

3.5 Research Questions

RQ1 Which input combinations are most effective for LLM-
based vulnerability repair? We evaluate the accuracy and effi-
ciency of vulnerability repair across all full-factorial input combi-
nations on the base sets.

RQ2: How generalizable are the input combinations? To
verify whether the RQ1 results generalize to unseen data and differ-
ent LLMs, we evaluate repair performance on the external validation
set using both GPT-3.5-turbo and Claude-3-haiku.

4 Preliminary Evaluation

Dataset_Model (Marker)
A @ NDay (GPT)
B ZeroDay (GPT)
A ZeroDay (Claude)
08 ] AA
o
(@] L[]
06
> [ ]
8
e
i % o An
<
04
® ®
L]
Combination (Color) -
021 @ Baseline ™
O Best Single Accuracy
O Best Multi Accuracy A
@ Best Single Efficiency
@ Best Multi Efficiency
@® Best Balance A
004 @ Pareto Optimal
02 04 06 08
Efficiency

Figure 2: Results of All 128 Combinations

4.1 RQ1: Accuracy & Efficiency

Figure 2 presents results for all 128 (= 27) input combinations on
the base set (NDay) and the validation set (ZeroDay). In Figure 2,
“Baseline” denotes the reference setting that uses only the vulnera-
ble code without any auxiliary inputs. Accuracy is the normalized
mean of CodeBLEU, Exact Match, and LLM Evaluation, while Effi-
ciency is the normalized mean of response time and input/output
token counts.

3https://platform.openai.com/docs/models/gpt-3.5-turbo
“https://www.anthropic.com/news/claude-3-haiku
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Accuracy. The baseline achieves CodeBLEU 0.733, EM 0.0%, and
LLM Evaluation 25.0%. Among single-input settings, using CWE ID
yields the best performance (0.772, 0.3%, 31.3%), while among multi-
input settings, CVE ID + CWE ID + CWE Name + CWE Description
performs best (0.770, 0.3%, 34.3%). Notably, 96.1% (123/128) of all
combinations outperform the baseline in accuracy; among these,
CVE ID appears in 52% (64/123), suggesting that it is a particularly
informative signal for improving accuracy. In contrast, Vulnerable
Lines is included in 100% (4/4) of the combinations that underper-
form the baseline, indicating a negative impact on accuracy.

Efficiency. The baseline consumes 1,056 input tokens (T;,) and
730 output tokens (Tpy) per instance, with an average response
time of 14.22 seconds. The most efficient single-input setting is
Vulnerable Lines (1,466 Tiy, 635 Toyt, 13.71 s). Vulnerable Lines uses
more Tj,, but reduces the number of T,,; and the response time by
focusing the repair on specific lines. The most efficient multi-input
setting is CWE ID + Vulnerable Lines (1,473 Tip, 640 Tous, 12.95 s),
exhibiting a similar trend. Notably, all combinations except the
baseline show lower efficiency, primarily due to increased token
counts. Among these, CWE Example—which consumes the most to-
kens—exhibits the lowest efficiency, while Vulnerable Lines—which
uses the fewest tokens—demonstrates the highest efficiency.

Trade-Off. To identify practical combinations, we compute a
balanced score that combines normalized accuracy and efficiency.
The best balanced (highest score) trade-off is achieved by CVE
ID + CWE Name + Vulnerable Lines, with Accuracy: 0.480 (Code-
BLEU=0.680, EM=0.6%, LLMEval=26.5%) and Efficiency: 0.649 (#In-
put=1486, #Output=715, Time=13.60s). The Pareto optimal combina-
tion is CVE ID + CVE Description + CWE ID + Vulnerable Lines, yield-
ing Accuracy: 0.532 (CodeBLEU=0.685, EM=0.7%, LLMEval=25.8%)
and Efficiency: 0.588 (#Input=1549, #Output=734, Time=13.86s). The
best balanced attains substantial efficiency improvements at the
cost of some accuracy, whereas the Pareto optimal maintains a
more balanced accuracy—efficiency profile but exhibits markedly
lower efficiency than the best balanced trade-off setting.

CodeBLEU

Exact Match

LLM Evaluation

#0Output Token

Time (sec)

™~ o

—— NDay(GPT)

ZeroDay(GPT)

ZeroDay(Claude)

Figure 3: Comparison on the NDay and ZeroDay dataset be-
tween GPT and Claude models
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4.2 RQ2: Generalizability

Figure 3 compares GPT and Claude models on the NDay and
ZeroDay datasets. For CodeBLEU and Exact Match, NDay(GPT)
and ZeroDay(GPT) exhibit higher similarity than ZeroDay(Claude),
as both use the same model. Notably, ZeroDay(GPT) and Zero-
Day(Claude)—which differ only in model choice while using the
same dataset—show approximately 84% similarity. In contrast, LLM
Evaluation exhibits lower similarity (69-75%), suggesting this met-
ric is more sensitive to model-specific characteristics. For efficiency
metrics, #Input Tokens match exactly because the experiments use
identical datasets. However, for #Output Tokens and Time (sec),
GPT tends to generate more tokens and exhibit longer response
times than Claude. This may stem from differences in model archi-
tecture and optimization strategies.

5 Future Plans

Evaluate with more diverse LLMs and datasets. The number
of LLMs selected in this study is limited, and the work focuses only
on C/C++. In future work, we plan to broaden the generalizability
of our findings by evaluating the most effective input combinations
across diverse LLMs and programming languages.

Explore prompting methods to improve the performance.
This study used a fixed prompt template in a zero-shot setting; we
will investigate performance improvements by applying prompt en-
gineering techniques (e.g., few-shot prompting, Chain-of-Thought,
Retrieval-Augmented Generation).

Evaluate the robustness of LLM outputs. While this study
focused on accuracy and efficiency, it is also important to evaluate
the robustness of LLM outputs (e.g., consistency for identical inputs,
sensitivity to noise). In future work, we plan to introduce robustness
metrics to assess the reliability of LLM-based vulnerability repair.

6 Conclusion

This paper systematically analyzes how input information af-
fects LLM-based vulnerability repair. By reviewing 26 prior studies,
we categorize eight input types and evaluate all 128 full-factorial
combinations across 2,652 real-world vulnerabilities from two base
datasets and one external validation set. Our findings reveal that
not all inputs contribute positively: 96.1% of combinations outper-
form the baseline. CVE ID emerges as the most critical signal for
accuracy, appearing in 52% of best performing combinations, while
Vulnerable Lines proves essential for efficiency despite degrading
accuracy. We identify two practical combinations balancing accu-
racy and efficiency: CVE ID + CWE Name + Vulnerable Lines for
optimal efficiency and CVE ID + CVE Description + CWE ID + Vulner-
able Lines for Pareto-optimal accuracy. These patterns generalize
across models with 84% similarity. This work provides actionable
guidelines for input selection in LLM-based vulnerability repair.
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